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Message from Senior
Management

Sincerely,

W e are delighted to share our second report on 
the Individual Pension System Risk Inventory 
Project conducted with active participation by 

our esteemed stakeholders.

In 2021, we continued to fight the effects of the 
COVID-19 pandemic that was declared in 2020, and 
foresaw that these effects would continue well into the 
future. One of the greatest challenges stemming from 
the pandemic is undoubtedly the economic recession 
experienced around the world. According to the Global 
Risks Report 2022 published by the World Economic 
Forum, the global economy is expected to shrink 2.3 
percent by 2024 due to the pandemic. Private pension 
developments throughout the year included easing the 
rules of “access” to global fund savings, introducing 
certain “exceptions” for the pandemic, and meeting the 
needs of people with financial difficulties.

Identified with surveys conducted around the world, the 
prominent risks for 2022 included financial difficulties, 
rising commodity prices, high inflation and problems in 
the labor market as well as cyber risks arising due to the 
increase in digital dependency caused by the pandemic.

Similar developments are observed in Türkiye, as 
2021 has been a year of change in terms of our 
country’s individual pension system. The Individual 
Pension Fund Trading Platform (BEFAS), which was 

established during the year with the efforts of industry 
stakeholders, has paved the way for the participants 
to choose funds regardless of their pension company. 
With the amendment made at the beginning of 2022, 
the rate of state contributions, which is the most 
important tool for the industry’s growth, was increased 
from 25 percent to 30 percent. Additionally, participants 
who make collective contribution payments can now 
receive state contributions over the following years. The 
savings can be paid partially, and can also be used for 
loan processes through the assignment of claims. This 
has created significant growth opportunities for the 
industry.

As part of our project, we identified the relevant risks 
and completed our technical studies for generating 
data-based risk warnings through digital processes and 
for communicating these risk warnings to the senior 
managers of companies.

Our efforts for improvement will continue in 2022, as we 
will be focusing on improving the scope and quality of the 
services covered in the project.

We would like to take this opportunity to thank all 
our stakeholders who participated in our surveys and 
supported our workshops.

MUSTAFA AKMAZ
CEO

ULUÇ İÇÖZ
CHAIRMAN
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Executive Summary
As in the previous year, we identified the relevant risks at 
workshops held with the participation of our stakeholders. 
To serve this end, we organized five workshops with the 
participation of 115 stakeholders. The final versions of the 
risk definitions suggested by PMC were discussed and 
approved at these workshops, as “11 new risk definitions” 
were added to the inventory.

The new risks consisted of the issues arising from the 
economic effects of COVID-19, the impact of the changing 
set of competency requirements on the industry, climate 
change, business continuity risks in inter-company 
processes, and the Individual Pension Fund Trading 
Platform established during the year.

The electronic survey designed by the PMC was distributed 
to the target audience of 495 people consisting of relevant 
specialists and managers in stakeholder institutions, and 
42 percent completed the survey. The summary profile of 
survey respondents is presented in Appendix 2.

The respondents received 65 risk definitions and sorted 
them based on risk severity, calculated by multiplying 
impact and probability. The top 10 risks listed in the 
responses are provided on Pages 6, 7 and 8 of the report.

In parallel with the results of the global-scale risk 
surveys, the external environmental risks arising from the 
prolonged economic and social effects of COVID-19 were 
among the first ones. This year, two new risks related to 
the external environment took their place among the top 
three risks. With the relative significance of “trust in the 
system” in the private pension system, which focuses 
on long-term savings and investments, and the sector’s 
sensitivity to the issue, the relevant risks were once again 
at the top.

It is observed that many of the operational risks are now 
better managed in line with the increase in digitalization 
incurred by the pandemic, and cyber risks ranking higher 
is considered to be a natural result of the increase in 
digital dependency.
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Risks by Severity (Impact*Probability)

The risks included in the survey were sorted based on risk severity calculated by multiplying the impact and pro-
bability values provided by survey respondents. The resulting top 10 risks are listed below. The rankings of these 
risks in the previous year are provided in the table.

Rankings marked with “-” indicate new risk definitions that were not included in the previous year’s inventory.

Substantial Risks According to Survey 
Respondents
The inventory focuses on the individual pension industry.

Risks discussed and approved by stakeholders during workshops were sent to survey respondents to be sorted 
based on impact and probability on a scale from 1 to 10.

Table 1 – Top 10 Risks by Risk Severity (Impact*Probability)

2022
Rankings

2021
Rankings Risk Definition Risk Type

EXTERNAL 1 Impact of potential fluctuations in the economy on new contract entries

Potential improvements and changes in state incentives to the system

Perception of lower returns compared to alternatives

Risk of damage to system infrastructures as a result of cyber attacks

Relative insu�ciency of retirement income from the system and 
negative perceptions of the system

Risk of perception of the system fulfilling an individual’s short-term 
needs versus the system’s actual basis on long-term savings

Risk of customer dissatisfaction

Natural hazard risk

Exchange rate risk

Risk of widespread poverty

EXTERNAL 2

EXTERNAL 

STRATEGIC

3

4

5

EXTERNAL6

7

8

STRATEGIC 

STRATEGIC

9

10

2

-

-

1

4

8

10

3

6

12

PORTFOLIO 
MANAGEMENT

PORTFOLIO
MANAGEMENT

INFORMATION 
TECHNOLOGIES
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Risks by Impact Level
Risk definitions were sorted based on respondent evaluations of the impact level on a scale of 1 to 10. The top 10 risks 
are presented in Table 2. The rankings of these risks in the previous year are provided in the table.

Rankings marked with “-” indicate new risk definitions that were not included in the previous year’s inventory.

Table 2 – Top 10 Risks by Impact Level

2022
Rankings

2021
Rankings Risk Definition Risk Type

EXTERNAL1 Impact of potential fluctuations in the economy on new contract entries

Natural hazard risk

Risk of customer dissatisfaction

Risks concerning the perception of system reliability

Risk of damage to system infrastructures as a result of cyber attacks

Exchange rate risk

Reputational risk for companies and the system

Risk of operating license revocation or bankruptcy for pension companies

Potential improvements and changes in state incentives to the system

Perception of lower returns compared to alternatives

STRATEGIC2

PORTFOLIO 
MANAGEMENT

EXTERNAL

3

4

5

STRATEGIC6

7

8

STRATEGIC

STRATEGIC

EXTERNAL

9

9

8

1

2

9

4

6 

3

10

11

-

Risk of widespread poverty EXTERNAL10 -

INFORMATION 
TECHNOLOGIES

STRATEGIC
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Risks by Degree of Probability
Risk definitions were sorted based on respondent evaluations of the degree of probability on a scale of 1 to 10. The top 
10 risks are presented in Table 3. The rankings of these risks in the previous year are provided in the table.

Rankings marked with “-” indicate new risk definitions that were not included in the previous year’s inventory.

Table 3 – Top 10 Risks by Degree of Probability

2022
Rankings

2021
Rankings Risk Definition Risk Type

EXTERNAL1 Impact of potential fluctuations in the economy on new contract entries

Risk of perception of the system fulfilling an individual’s short-term needs 
versus the system’s actual basis on long-term savings

Pandemic and epidemic risks

Potential improvements and changes in state incentives to the system

Perception of lower returns compared to alternatives

The risk of being unable to access the competent workforce 
needed in information technologies

Talent management – brain drain risk

Relative insu�ciency of retirement income from the system 
and negative perceptions of the system

Exchange rate risk

Risk of widespread poverty

EXTERNAL2

EXTERNAL

EXTERNAL

STRATEGIC

STRATEGIC

3

4

5

6

7

8

STRATEGIC

INFORMATION 
TECHNOLOGIES

9

10

1

-

-

10

11

3

2

7

-

-

PORTFOLIO 
MANAGEMENT

PORTFOLIO
MANAGEMENT
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Notes on Risk Definitions in Tables 

Impact of potential fluctuations in the economy on new contract entries
This refers to the risks of lower amounts of funds available for savings and withdrawal of current individual 
pension system savings to fulfill urgent cash needs against high inflation, rising commodity prices and other 
effects observed in Türkiye and all around the world due to the pandemic.

Exchange rate risk
This refers to the risks of people choosing foreign currency over the individual pension system for investment 
purposes as well as for loss of savings caused by fluctuations that have been observed in the exchange rate since 
the end of 2021.

Risk of widespread poverty
This refers to the risks of financial difficulties reducing the amounts that can be put aside by individuals as 
savings and the use of current savings for primary needs in line with the global trend that is expected to continue 
to gain momentum.

Potential improvements and changes in state incentives to the system
This refers to the impact of the improvement in the state incentives provided to the system on the industry’s 
growth, collection rates and the system reaching a wider audience. It is possible that the amendment to increase 
the state contributions from 25 percent to 30 percent, which was on the agenda at the time of the survey, 
may have influenced the expectations of the respondents for the future. Just like last year, the industry views 
potential improvements and changes in state incentives as major leverages.

Perception of lower returns compared to alternatives
It is known that returns obtained in the system are often compared to widely used investment tools such as 
deposits, gold and foreign exchange without consideration of factors such as risk level, risk appetite and differing 
payments.

This comparison feeds the perception that returns in the system are lower than other investment tools and, 
as financial literacy is substantially lower in Türkiye like  it is in the rest of the world, this perception might 
discourage participation in the system while encouraging current participants to withdraw from the system.

Natural hazard risk
Natural hazards directly affect business continuity, service provision capacity, income, and financial structure of 
all industries, including the individual pension system. Similarly, they may also impact the economy and human 
behavior, potentially reducing allocable savings amounts and prompting the early withdrawal of individual 
pension system savings.

Pandemic and epidemic risks
This refers to the risks of devastating social and economic consequences created by a potential pandemic in line 
with the increased awareness and experience gained from the COVID-19 pandemic, which has affected the entire 
world for two years.

Risk of damage to system infrastructures as a result of cyber attacks
This is a growing threat induced by process digitalization and remote working practices and is considered a 
substantial risk as it might impact service continuity in all industries, including the individual pension system, 
and damage industry reliability.
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Relative insufficiency of retirement income from the system and negative perceptions of 
the system
As the individual pension system is contribution-based, the retirement income from the system depends on 
the contribution amount and its returns. Participants may be dissatisfied if they made payments (widely) 
disproportionate to their expected pension income during their accumulation period and therefore could 
not receive the amount they expected in retirement. Their expression of this dissatisfaction through various 
communication channels might negatively impact others who lack basic information about the system.

Risk of customer dissatisfaction
As is known, private pension systems rely on regular payments and continuity to provide the expected benefits. 
Therefore, longer periods in the system is a global performance criterion in terms of meeting participant 
expectations of pension and minimizing corporate costs reflected on participants. Dissatisfaction with the 
system has become an important risk that needs to be addressed as social media interaction increases, reaching 
wider audiences.

Risk of perception of the system fulfilling an individual’s short-term needs versus the 
system’s actual basis on long-term savings
The individual pension system requires a long-term commitment to provide the expected benefits and to 
effectively implement appropriate investment strategies. This risk definition refers to the perception of the 
system as an ever-available investment tool to fulfill urgent short-term needs.

Risks concerning the perception of system reliability
The growth and improvement of private pension systems require continued trust in the system as it is a long-
term structure and offers commitments for later years in life. With this in mind, industry stakeholders consider 
the damage to the perception of reliability, a key and well-protected aspect of the system since its establishment, 
a substantial risk to system growth.

Reputational risk for companies and the system
This refers to the risks of adverse events in pension companies or the industry affecting the reputation of 
companies and the entire industry, and the effects of this loss of reputation on growth expectations.

Risk of operating license revocation or bankruptcy for pension companies
While lower in probability thanks to firm supervision and audit mechanisms, this risk focuses on the possible 
impact on industry growth and potential damage to the perception of reliability of other companies in the industry 
rather than on direct consequences to participants, as participant funds are kept separate from corporate assets 
in individual accounts at Istanbul Settlement and Custody Bank.

Talent management – brain drain risk
This refers to the risks of facing challenges in acquiring human resources, as qualified people that meet the new 
competency requirements brought along by new technologies and needs may prefer to work abroad or in other 
industries.

The risk of being unable to access the competent workforce needed in information 
technologies
With digitalization making its way into the priority targets of the industry and the companies, and competence 
in information technologies becoming a critical requirement in the acquisition of human resources, accessing 
and retaining this workforce has become a major issue for the pension industry, as it has for all other industries.
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Conclusion and Assessment

The Top Three Risks in the Risk Inventory are External Risks.
While related to general economic indicators, widespread poverty and exchange rate risks were identified as 
separate risks at the relevant workshops. Potential fluctuations in the economy, exchange rates and poverty 
risks, which are in the top three in terms of impact and probability, are external risks that arise from the ongoing 
effects of COVID-19 and cannot be controlled by the industry.

Operational Risks
There is no operational risk among the top 19 risks. Operational risks lag far behind in terms of impact and 
probability when compared to strategic risks, economic risks, and cyber risks.

Cyber Risks Rank Higher in Senior Management and Internal Systems.
Compared to other respondents, members of the senior management and internal systems rank information 
security risks in the top three risks. In our industry, it will not be inaccurate to say that the cyber risk awareness 
of senior management is quite high.

Changing Ways of Doing Business Have Brought Along Certain Risks for the Acquisition of 
Human Resources.
In line with the increasing digitalization in the industry and the subsequent setting of higher strategic goals, 
the set of competencies required by companies has also changed. The challenges faced in accessing human 
resources compatible with this changing skill set were ranked as a major risk in terms of achieving company and 
industry goals in the following periods.

Customer Satisfaction is Among the Priorities of the Industry Once Again.
The private pension system, where long-term relationships are established based on trust and risks related to 
improving customer experience and ensuring satisfaction emerge as some of the most critical focal points of pension 
companies, continues to put particular emphasis on the management of perception and reputational risks.
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STRATEGIC

EXTERNAL 

OPERATIONAL
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2022
7,628 1

7,576 2

6,528 76,538 14

6,376 16

5,871 29

5,685 36

5,709 37

5,366 45

5,404 48

5,519 49

5,20 59

5 63

7,019 3

6,495 6

6,723 13

6,228 30

5,785 51

6,242 20

5,985 31

5,890 34

5,495 47

5,604 50

5,071 55

5,104 57

4,942 64

4,866 65

4,966 62 4,957 56

5,585 46

5,438 42

5,604 41

6,4 22

6,342 21

5,261 52

5,595 44

5,704 39
5,723 38

5,828 33

6,371 17

6,671 8

6,60 5

6,385 9

6,638 4

6,742 10

6,285 11

6,471 12

6,585 15

6,352 18

6,195 196,195 23

6,423 24

5,838 25

5,957 26

5,704 27

6,014 28

5,823 32

5,342 40

4,890 43

5,385 54

4,80 60

5,133 61

5,709 35

5,380 53
5,404 58

PORTFOLIO 
MANAGEMENT
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2021
8,538 1

8,09 6

8,123 5

8,018 21
8,036 32

7,841 27

7,787 7

7,56 23

7,466 28

7,444 12 7,43 9

7,394 167,39 18

7,256 20

7,072 26
7,054 30

6,852 49

6,451 48

8,242 4

8,051 3

7,581 15

7,397 36

7,155 31

7,119 35

6,895 38

6,823 43

8 2

7,953 8

7,466 13

7,209 19

7,917 10

7,617 24

7,448 22

7,061 34

6,888 39

6,798 41

6,523 46
6,509 52

6,285 51

7,596 11

7,361 14

7,162 17

7,126 25

6,978 29

6,884 42

6,801 44

6,704 47

6,794 33

6,715 40
6,733 37

6,523 45

6,372 50

6,213 53

6,011 54

5,827 55

PORTFOLIO 
MANAGEMENT
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APPENDIX 1. RISK MAP/ STRATEGIC RISKS 

6

7

6 7 8
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14 Potential improvements and changes 
in state incentives to the system

69

1210

511

712

-15

-18

1819

1623

2624

2125

2326

2727

2028

3032

2840

3243

4854

4960

-61

2022 2021

Risk of customer dissatisfaction

Risks concerning the perception 
of system reliability

Risk of the perception of the system 
fulfilling short-term needs of individuals 
versus the system’s actual basis on 
long-term savings

Risk of participants moving their savings 
to systems other than traditional 
investments (cryptocurrency market, etc.)

Talent management – brain drain risk

Risk of legal regulations falling 
behind technological advances

Collection rates below expectations

Lack of financial literacy

Risk of sudden outflow of funds

Risk of insucient competency 
of sales channels

Reputational risk for companies
and the system

Risk of the lack of products to support 
participants in need of cash

The risk of advances in financial technology 
falling behind financial sector practices

Insufficient governance and communication
between the industry and regulatory 
and supervisory authorities

Risk of operating license revocation 
or bankruptcy for pension companies

Risk of contracts concentrating 
in few companies

Possible conflict of interest between a
portfolio manager and pension 
company senior management

Risks of change in corporate culture and 
decline in employee loyalty 
with remote working

Insecurity and investment costs 
stemming from frequent changes 
in system design and legislation

5

IM
P

A
CT
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2022 2021

45 Perception of lower returns compared 
to alternatives

38

1517

3833

3535

3138

-39

4344

3652

58

Relative insu�ciency of retirement 
income from the system and negative 
perceptions of the system

Participant dissatisfaction in fund 
returns stemming from fund choices 
disproportionate with risk perception

Risk of concentrating on conventional 
instruments in fund management

The risk of insufficient returns from the funds 
offered by another pension company being 
attributed to the current pension company 
in the BEFAS system

Risk of inducing widespread misperception of
the system through published results of the
Fund Performance Assessment System

Risks of concentration in fund 
management

Risk of the issuer of fund portfolio 
assets failing to meet obligations

The risk that BEFAS will not enhance 
competitiveness as expected

Risk of failing to meet the expectations 
regarding robo-consultancy  activities

-

APPENDIX 1. RISK MAP/ PORTFOLIO MANAGEMENT RISKS 

6

7

6 7 8

PROBABILITY 
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107
Risk of damage to system 
infrastructures as a result of
cyber attacks

-14

2216

2429

-36

3937

5245

3448

4149

53

The risk of being unable to access the 
competent workforce needed in 
information technologies

Risks stemming from the lack of 
industry-specific regulations against 
cyber risks and the absence of an audit 
infrastructure

Risk of potential data leakage or 
disclosure

Risk of network or internet downtime 

Risk of a weak link in cyber-security

Risk of failure in system integrations, 
or changes and migrations in 
infrastructures

Risks concerning failure to verify 
data in distant sales contracts

Risks stemming from insu�cient 
communication within the industry 
regarding cyber threats

Information security risk arising 
from data sharing

46

2022 2021

-59

63

Business continuity risks related to the 
inter-company processes of 
pension companies

Risk of security gaps caused by the 
pandemic and remote working conditions51

APPENDIX 1. RISK MAP / INFORMATION TECHNOLOGIES RISKS 
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7
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2022 2021

21 Impact of potential fluctuations in the 
economy on new contract entries

-2

-3

86

1313

1930

-51

Exchange rate risk

Risk of widespread poverty

Natural hazard risk

Climate change and sustainability risk

Risk of biased representation in social media
and other platforms prompting negative
consequences, including withdrawal from
the system

Pandemic and epidemic risks

APPENDIX 1. RISK MAP / EXTERNAL RISKS 
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7
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1120 Misselling through sales channels

1421

1722

2531

2934

4041

3346

4547

3750

5055

4456

4757

5362

5464

5565

2022 2021

Missing opportunities due to the risk 
of over-regulation

Incomprehensibility of the complex 
deduction structure and potential 
perception of insecurity in participants

Delays in sub-regulations, 
and demanded actions in 
time-constrained situations

Risks due to lack of regulations

Computational errors that might be 
caused by the complex structure of
deductions and transfer processes

4242 Failure to comply with defined process 
duration and other regulations

Incorrect circulation of data in the 
transfer process

Failure to achieve operational 
harmonization where pension 
companies need to work together

Under or over-calculation and
subsequent transfer of incorrect state 
contribution

Fraud risks

Risks concerning the internal systems 
of pension companies and portfolio 
management companies

Possible disruptions to state contribution 
approval process

Restricted participant access to data 
(consolidated, tcomparative data)

Supplier concentration risk

Decentralized management of processes 
that are better managed in a 
centralized structure

APPENDIX 1. RISK MAP / OPERATIONAL RISKS

6

7

6 7 8
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Male

%67

Female

%33

Appendix 2. Profile of Survey Respondents

Distribution of Survey Respondents By Gender

Of the 210 survey respondents, 69 are female, and 141 are male.
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Senior Management1

%24 Expert Sta�

%7

Management

%69

Anket Katılımcılarının Profili

ANKET KATILIMCILARININ YÖNETİM KADEMESİNE GÖRE DAĞILIMI 
Anket katılımcılarının %69’u yönetici kadrosunda; %24’ü ise üst yönetici olarak çalışmaktadır. 

(1) Senior Management level refers to the General Manager, CEO, 
CFO, CIO, CRO, Deputy General Manager, Director, Coordinator, Legal 
Consultancy, and senior management of Regulatory and Supervisory 
Authority.

Appendix 2. Profile of Survey Respondents
Distribution of Survey Respondents By Management Level
Of the survey respondents, 69 percent are in management while 24 percent are in senior 

management.
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[1-5] years

%10

[Over 15 years] 

%57

[6-10] years

%12

[11-15] years

%21

Anket Katılımcılarının Profili

ANKET KATILIMCILARININ SEKTÖR TECRÜBESİNE GÖRE DAĞILIMI 
Anket katılımcılarının %78’inin sektör tecrübesi 11 yıl ve üzerindedir. 

Appendix 2. Profile of Survey Respondents
Distribution of Survey Respondents By Industry Experience
Of the survey respondents, 78 percent have over 11 years of industry experience.
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Aged [35-45]

%66

[Over age 45]

%24

Anket Katılımcılarının Profili

 ANKET KATILIMCILARININ YAŞ ARALIĞI DAĞILIMI 
Anket katılımcılarının %90’ nın yaşı 35 ve üzerindedir. 

Aged [23-34]

%10

Appendix 2. Profile of Survey Respondents
Distribution of Survey Respondents By Age
Of the survey participants, 90 percent are aged over 35.
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Regulatory and
Supervisory Authority 

%4

Private Company

%71

State-Owned
Enterprise

%25

Anket Katılımcılarının Profili

ANKET KATILIMCILARININ ÇALIŞILAN KURUMA GÖRE DAĞILIMI 
Anket katılımcılarının %71’i özel şirket, %25’i kamu şirketi çalışanı,
%4’ü ise düzenleyici ve denetleyici kurumlar nezdinde çalışanlardan oluşmaktadır.

Özel Şirket (Özel hukuk hükümlerine tabi, sermaye ağırlığı ve kontrolü gerçek kişilerde veya özel sektör tüzel kişilerinde olan şirket)

Kamu Sermayeli Kuruluş (Sermayesinin en az %50’si kamuya ait olan veya kontrolü kamuda olan şirket)

Düzenleyici ve Denetleyici Kurum

Private Company (company subject to the provisions of private 
law, with capital distribution and control held by real persons or 
legal persons in the private sector)

State-Owned Enterprise (A company with at least 50 percent of its 
capital owned or controlled by the public)

Regulatory and Supervisory Authority

Appendix 2. Profile of Survey Respondents
Distribution of Survey Respondents By Employment Institution
Of the survey respondents, 71 percent work for private companies; 25 percent, for state-owned 
enterprises, and 4 percent, for regulatory and supervisory authorities.
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Operations
%14

Finance
%6

Fund Management
%5

Senior Management
%8

Process Development/
Project Management

%3

Departments of Regulatory and S
upervisory Authorities

%6

Sales and Marketing

%18

Support Department
%3

Fund Operations
%1

Internal Systems
%17

Information
Technologies

%10

Other
%9

Anket Katılımcılarının Profili

ANKET KATILIMCILARININ ÇALIŞTIĞI BİRİME GÖRE DAĞILIMI
 Anket katılımcılarının %18’i satış pazarlama, %14’ü operasyon, %17’si iç sistemler, 
%10’u ise bilgi teknolojileri birimlerinde çalışmaktadır. 

Appendix 2. Profile of Survey Respondents
Distribution of Survey Respondents By Work Department
Of the survey participants, 18 percent work in sales and marketing; 14 percent, in operations; 17 
percent, in internal systems; and 10 percent, in information technologies department.
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